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Security
informa-
tion

This entry originates from the Siemens Industry Online Support. The conditions of
use specified there apply (http://www.siemens.com/terms_of use).

Siemens provides products and solutions with industrial security functions that
support the secure operation of plants, solutions, machines, equipment and/or
networks. They are important components in a holistic industrial security
concept. With this in mind, Siemens’ products and solutions undergo continuous
development. Siemens recommends strongly that you regularly check for
product updates.

For the secure operation of Siemens products and solutions, it is necessary to
take suitable preventive action (e.g. cell protection concept) and integrate each
component into a holistic, state-of-the-art industrial security concept. Third-party
products that may be in use should also be considered. For more information
about industrial security, visit http://www.siemens.com/industrialsecurity.

To stay informed about product updates as they occur, sign up for a product-
specific newsletter. For more information, visit
http://support.automation.siemens.com.
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1 General Notes

General Notes

Basic knowledge of LOGO! and SIMATIC STEP 7 is required.

The programs shown here can run on any S7-300 CPU and S7-400 CPU in
combination with a LOGO! 0BA?7.

Automation Task
Task

With this example we show how a LOGO! can remotely acquire measured values
and control motors. An S7-300 should be used as a higher-level central controller.
Communication between the central and distributed controllers is to be made over
PN/IE (Ethernet).

LOGO! is to acquire the values for the fill level and temperature of a tank. LOGO!
should also control the connected pumps.

An S7-300 is to monitor the fill level and switch the pumps on and off respectively if
the upper and lower threshold levels are exceeded.

It is to contain the program for controlling the pumps as well as the communication
blocks for exchanging the transmitting the measured values and commands.

Figure 2-1: Task

LOGO! 0BA7 S7-CPU

00000000000 I

<p [} 0

00 OO OO0 00 O

I

Analogue sensor [l PROFINET / IE

PN-IE-Connection_ LOGO!_S7-300

Entry ID: 87604984, V1.0, 02/2014 4



Copyright © Siemens AG 2014 All rights reserved

3 Automation Solution

3 Automation Solution

Figure 3-1: Automation solution
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3.1 Overview of the Complete Solution

A LOGO! OBA7 is connected by Ethernet with an S7-300. A switch (LOGO! CSM),
as shown in Figure 1-2, is only useful during configuration, but not absolutely
necessary.

An S7 connection is for transmitting data between the LOGO!..0BA7 and the S7-
300 over PN/IE (Ethernet).

The IP addresses of the communication stations differ only in the last octet
(192.168.0.x). This is a Class C network. The subnet mask "255.255.255.0" is
selected for a Class C network.

Advantages/benefits

e A central and distributed automation system can be installed cost effectively
with LOGO! OBAY.

e Autonomous operation is possible depending on the central/distributed signal
processing.

e Signal preprocessing reduces the signal volume at the interfaces and relieves
the central controller.

e ltis possible to change parameters and threshold values centrally.
e ltis possible to use LOGO! cursor keys for local control.

PN-IE-Connection_ LOGO!_S7-300
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3 Automation Solution

3.2 Hardware and Software Components Used
Products
Table 3-1
Components Qty. | MLFB/Article number Note
LOGO!..0BA7 1 6ED1052-1MD00-0BA7
S7-300 PN/DP CPU 1 6ES7315-2EH14-0AB0
PS307 2A 1 6ES7307-1BA01-0AA0
Power supply
4. | LOGO! CSM 12/24 1 6GK7177-1MA10-0AAQ Optional
Accessories
Table 3-2
Components Qty. | MLFB/Article number Note
1. | Ethernet cable 3 6XV1870-3QH20
Configuration software and tools
Table 3-3
Components Qty. | MLFB/Article number Note
1. | LOGO!Soft Comfort V7 Upgrade 1 6ED1058-0CA02-0YE1
2. | STEP7V5.5 1 6ES7810-4CC10-0YA5

Sample files and projects

Table 3-4
Application File name
1. S7-300 Program Serv_Kom_LOGO_S7300.zip
2. LOGO! Program Serv_Kom_LOGO_S7300.Isc

3.3 Inputs and Outputs

Inputs and outputs are only on the LOGO! side.

Table 3-5

Inputs

Outputs

Al1: Fill-level sensor

Q1: Pump

Al2: Temperature sensor
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4 Installation and Parameters

4 Installation and Parameters

Setting the interfaces

To enable communication between the LOGO! O0BA7 and the S7-300 over PN/IE
(Ethernet),

yo

u must assign parameters to the interfaces of the components.

First connect the components as shown in Figure 3-1. If no switch is to be used,

co
Su
co

nnect the LOGO! with the PC for the parameterization and download. To enable
ccessful communication you must ensure that all the network settings are
rrect.

4.1 Setting the PG/PC Interface

Ta

ble 4-1

Step Action

1.

Select the connection required from the list of network connections:
Start > Control Panel - Network and Sharing Center

Open "Change adapter settings".

Double-click the "Local Area Connection".

Click "Properties" and confirm with "Yes".

Double-click Internet Protocol TCP/IPv4.

QoA |wIN

Assign the IP address and subnet mask:
IP address: 192.168.0.10; Subnet mask: 255.255.255.0

Figure 4-1: Settings of the PG/PC Interface

[ Local Area Connection Properties =
0 K Internet Protocol Version 4 (TCP/IPv4) Properties o8 e
§ Local Area Connection Status [Networing | Auherkication | Shaing pe
General | Connect using: General
“ " &Y Intel{R) 82575LM Gigabit Network Connection ‘“fou can get IP settings assigned automatically if your netwerk supparts
Tk this capability. Othernise, you need to ask your network administrator
IPv4 Connectivity: No network access for the appropriate IP settings.
i RonsteedcSeas “This connection uses the following tems:
Media State: Enabled = Obizin on [P address automotical
oo S gg‘:: JS;C”;E?:i‘ﬂif“‘ 2 ® Use the folloning IP address:
Speed: 100:0Mrpe /= File and Printer Sharing for Microsoft Networks A TP address: ¥2.168. 0 . 10
& SIMATIC Industriel Ethemet (1S0) g SRR
2 PROFINET [0 RT-Protocol V2.0
=1 Default gateway: s @ @
i Intemet Protocol Version 4 (TCP/IPu4) I -
Actaty ] » obtain er address automatically
sent _L‘! Recived, :man = Urireta :Pmemes @ Use the following DN server addresses:
~ Descrigtion Preferred DNS server: .
Packets: 1612 0 Transmission Cortrol Protocol/Intemet Protocol. The defaut Alternate DNS server
wide: area network protacel that provides communication
across diverse interconmected netrorks.
(@ propertes | [ Eipsable | [ Dagnase | 7] validate settngs upon ext e
o cancel
oK [ cancel

4.2 Setting the IP Address of the S7-300

You set the IP address through STEP 7 / NetPro. This is described under
"Configuration and Parameter Assignment" in section 6.2.

PN-IE-Connection_ LOGO!_S7-300
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4 Installation and Parameters

4.3 Setting the IP Address of the LOGO!..0BA7

Table 4-2

Step

Action

1.

Read out the IP address of the LOGO!. For this you switch to the menu with
"ESC" and cursor keys.

Select the item Network - IP address.

Here you set the IP address.
IP address: 192.168.0.1; Subnet mask: 255.255.255.0

PN-IE-Connection_ LOGO!_S7-300
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5 Create the S7 Project

5 Create the S7 Project

Configuration and Parameter Assignment

Table 5-1
Step Action Note
1. Open STEP 7 V5.5 and create a new newroiee R |
project. User projects ]Lmranes] Multiprajects |
| MName ‘ Storage path
|SS1E-2PN-DP C\Prograrm Files (xBE)\Siemens) Step?\s7praj 31
Name Type:
U Project
S
Storage location (path):
JC\PrUgvam Files (x86)\Siemens), Step?\s7proj Brows
Cancel |
2. Add a new S7 CPU using this menu The station must have a PN/IE
sequence: "Add - Station > SIMATIC | interface.
300 station" In the example: CPU 315-2PN/DP
3. Alternatively you can right-click your
project and add the station through
"Insert New Object - SIMATIC 300
station".
4. In the HW Conﬂg, Preperties - CPU 315-2FN/CP - [R0/52) =
under CPU properties you set the clock DogostosCock | Potcion | Commricatn |
memory byte to 50. e A ) i | e e
Cycle
" v
Wemary byte: o
|
5. Select the "Hardwgre" object t.hat has Ohiect name
now been created in your station folder BT
and double-click to go the configuration | ElEEltliclc
of your S7 CPU in the HW Config. & CPU 315-2FN/DF
PS 307 2A P
CPU 315-2PN/DP [
MPLDP
PAHO |
Had T
6. When creating the CPU you are asked | [feres serenens roiosea = ﬂ]
for the settings of the Ethernet el . |
interface. Assign the CPU the IP e
address 192.168.0.2 and the subnet o
mask 255.255.255.0. B
Click the "New..." button and confirm lp,:,_nl
the dialog with "OK". A new subnet is Deete
created and the S7 CPU connected to
it. =
PN-IE-Connection_ LOGO!_S7-300
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5 Create the S7 Project

Step Action Note
7. In the status bar you click the "Save = = ST = S
and Compile" button and acknowledge
the window that opens with "OK" to =(0) UR
execute the compilation. 1 PS 307 2 .
2 CPU 3152PN/DP ||
X1 MPLDP
X PAHID
X2FP1 Port 1
X2FP2 Port 2 <
Ethemet(1): PROFINET-I0-System (100)
8. In the status bar you click the
"Configure Network" button to add an P The "NetPro"
unspecified S7 connection. program starts.
0. Double-click the CPU. SIMATIC 300(1)
In the dialog window you select "Insert !
New Connection". The connection type | The communication table opens.
is
"S7 connection". The "Insert New Connection" window
Confirm with "OK". opens.
The "Properties - S7 connection”
window opens.
10. Enter "1" for the local ID. roreee 5 e e =
11. You can enter LOGO! as the partner Lo Coecon P s
end point. z I
12. Enter the IP address 192.168.0.1 as T =
partner. ComedtinPah
13. Click "Address Details...". earere  [OTERE, R
Interfacs: [cPU152PVDP. PNIORDS2) 7] [Uninonn =1
Subnet; [Ethemet{1) industrial Ethemet]
Address: [192.168.0.2
14. In the "Address Details" window you e
enter "20" as the connection resource s
of the partner. This results in a TSAP of " ; —
"20.00" for the partner, which fragcionfesouce o
corresponds to the TSAP of our
LOGO!.
15, Note the TSAP of your local CPU, eI "
because it will be needed later for |
configuring the LOGO!. In this example
the local TSAP is "10.02".
16. Save the setting by closing all the o2 -
WindOWS Wlth "OK". I |  Unknown 57 connectiorf Yes Ethernet(1) [E
Now a new S7 connection should
have been created.
17. Close NetPro.

PN-IE-Connection_ LOGO!_S7-300
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5 Create the S7 Project

Figure 5-1: Overview of steps 8 to 15

# SIMATIC Manager - LOGO-57_315 —
5 i — Properties - 57 connection =
File Edit Inset PLC View Options Window Help

DD”|§T§|‘}{, E|ﬁ”?%|gg Ve B |||:NnFirtar> ;IV#|%§| GeﬂeﬁllStatuslnfnrmamnl
£ LOGO-57_315 - C:\Program Files (x86)\Siemens\StepT\s7proj\LOGO-5 1 == ‘ILjfﬂ' ERI s heccE
e Configured dynamic connection Local ID WH16H1
B8P LOGO-57_315 | Object name | Type | Size|a ; L
orE SIMATIC 300(1) ST 57 Program — L Eenize il
=-[f crPU 315-2PN/DP g1 Verbindungen Cannections = ¥ Estabiish an active cormection
&-E S7-Programm(T1) ™ Send operating mode messages R
Connection Path
Local Partner
SIMATIC 300(1)/ Unkrown
i E SRR ICF‘U 3152PN/DP
':% R =EEl Interface: [cPu3152PN/DP. PNIORD/SD x| [Unknown =l
Metwork  Edit Inset PLC View ZOptions Window Help Subnet |Ethemet(1) (ind.strial Ethemet] Jlindustial Ethemet]

= H & | & | 2 | ﬁﬁ | ﬁ‘ & & @ 1 |k'?| Address: [192.168.02 Iﬂwz.wa.m I
B® 1 0GO-57_215 (Network / C:\Program Files (@6)\..\LOGO-5_1 |=————ald / ‘
T 7 g | Eind [ ml ml‘

i) [
Selection of the network OK ancel Help

|spdATiC 300(1)

Fartner

End Paint il e

Fack/Slot

Connection Resource
(hex):

TSAP:

57 SubnetID: |0062—unn4
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5 Create the S7 Project

5.2

Note

Note

Creating the Program in STEP 7 V5.5

In the example is a project that cyclically reads the fill level and temperature from
the LOGO!..0BA7.

The data read out is stored in a data block in the S7 CPU. For this a data block is
created with two structures: receive area and send area. The receive area has a
size of two words,

the send area has just one data area of one bit for controlling the pump.

The SFC14 ("GET") requests the data every second from the LOGO! 0BA7 and
writes the data to the receive area.

The clock memory byte that must be defined in the HW Config is used for the
cyclical read-out.

The "ADDR_1" parameter specifies the memory area of the LOGO! 0BA7 through
which the data is read-out. In this example: DB1.DBDO.

The "RD_1" parameter defines the storage location of the data read in the S7 CPU.
The data area is also specified here. In this example: DB3.DBDO.

Two comparator blocks check the fill-level values read against two threshold
values. If the fill level is greater than 2000 liters, the pump connected to the LOGO!
0BA7 is switched on and only switched off again when the fill level is less than 500
liters.

The SFC15 ("PUT") has a similar structure to the SFC 14 described. The
"ADDR_1" parameter specifies the location of the partner CPU, in other words the
LOGO! 0BA7 in which the data to be sent is stored. The "SD_1" parameter
specifies the exact address of the data to be written from the S7 CPU to the
LOGO! 0BA7.

In this example only the bit for switching the pump on and off is to be written. This
is why no data length is specified, because it is only one single bit.

The inputs "ADDR_2" to "ADDR_4" and "RD_2" to "RD_4" of the SFC14
and SFC 15 can only be used by the S$7-400.

Use the STEP 7 Help for more information about the SFBs. Mark the relevant
block and press the F1 key.

PN-IE-Connection_ LOGO!_S7-300

Entry ID: 87604984, V1.0, 02/2014 12



Copyright © Siemens AG 2014 All rights reserved

5 Create the S7 Project

Figure 5-2: Parameterization of the communication blocks
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6 Create the LOGO! Project

6.2

Create the LOGO! Project

Creating a New Project

Step Action
Start LOGO!Soft Comfort.

2. Create a new project using the "New" Ik
button.

3. In the hardware selection ("Tools" > EI | OBAT
SolectHarduare) you et B

Creating a Connection in LOGO!Soft Comfort V7

Parameterizing the connection

Table 6-1

Step Action

1. To set the interface in LOGO!Soft Comfort you select "Tools - Options >
Interface".

Select the "Ethernet" item.

3. Add a new connection using the "Add" button.

Enter the IP address and subnet mask set for the LOGO! (see Table 4-2).

Figure 6-1: Parameterization of the connection
M Options : | = I1

Standard Editor
Language
_ Doamentview | g yoGor CEb\elq Ethernet I

Interface

Name IP Address Subnet Mask Gateway Status

192,168,010  255.255.255.0 Al configure Address'ﬁ'i (o

New IP configuration

IP Address:  |192.168. 0. 1

Look and Feel g
UDF ; Subnet Mask: |255.255.255, 0

CSY separator

Gateway:

[ Detect i Add ]i Delet= | Edit |

[7] Confirm before communication?

Checking the connection

R IR EEE AP AT TP b
Table 6-2
Step Action
1. Make sure that the LOGO! is connected to the PC by Ethernet and is switched
on.

Click the "Detect" button (see Figure 6-2).

If the LOGO! is detected by LOGO!Soft Comfort, "Yes" is displayed in the
"Status" column (see figure below).

PN-IE-Connection_ LOGO!_S7-300
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6 Create the LOGO! Project

Figure 6-2: Detecting the LOGO! over the PG/PC interface

@ Colors

UDF

Standard Editor

Language

Docurnent view

T‘u Simulation
Look and Feel

CS5V separator

() LOGO! Cable (@) Ethernet

IP Address
192,168.0.1

Neue Adresse

Subnet Mask
255.255.255.0

Gateway

| Betect || Add || Delete || Edt |

Confirm before communication?

’OK ” Cancel H Helpl

You have successfully connected the LOGO! to the PC and can now download and
upload programs or change the settings of the LOGO! through LOGO!Soft Comfort.

Configuration of the Ethernet connection between the LOGO! 0BA7 and the S7-300

Table 6-3
Step Action Note

1. Click "Tools" > "Ethernet
Connections.

2. Set the IP address and subnet mask of | IP address: 192.168.0.1; Subnet mask:
your LOGO! ..0BA7. 255.255.255.0

3. Right-click "Ethernet Connections" to ; — -
add a new connection under Peer-to- _ELIT S
Peer Connections. Poce A==

IP Address: 192.168. 0. 1
Subnet Mask: |255.255.255. 0
Gateway:
Peer-to-Peer Connections
- ”Lcmcﬁddwnnection :
U
(o]

4. Double-click to open the Properties of Note: The "TSAP" parameter under
the connection and configure as shown | "Remote Properties (Client)" must be
in the next figure. entered in the xx.xx format

(example: 10.02) (see Figure 6-3).

Figure 6-3: Setting the remote client TSAP
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6 Create the LOGO! Project

Figure 6-4

BRI e eGSR B P POt 2
(@ Server Connection: Responds to connection requests from remote dients

ocal Properties (Server) —————————————————— te Properties (Client)
Tsa9: Tsae:

[] Connect with an Operator Panel (OF)
[#] Accept all connection requests.

I Only this connection: | . . . I

Alive

[] Enable the Keep Alive function for this connection

Keep Alive Interval: EEE Seconds

6.3 Creating the Program in LOGO!Soft Comfort V7

The project consists of evaluation of the fill-level and temperature sensor values
and transmission of the values to the S7-300. The pump is controlled over a digital
input and a network input. The network input enables switching of the pump over
the S7-300. The XOR element provides a two-way circuit for switching the pump on
and off.

The variable is set to V4.0 in the Properties of the network input, because the
variable byte is the next free byte in the variable memory of the LOGO!.

Figure 6-5: LOGO! program

PN-IE-Connection_ LOGO!_S7-300
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7 Run the Project
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Step Action Note
1 . Under "Tools" ' Variable Memory C_t:)n‘ﬁgl_‘é___i g
yOU Create Parameter ¥M Mapping
"Parameter VM
. ID Block Parameter Type Address

Mapping" as : = | et Q :

. 1 [* BOO2 [A Ampli |, i W i}
shown in the next i i [P S =
ﬁgure_ 2 | 3 B003 [Analog Amplifier] Ao, amplified @ Word 2

[ o ][ Cancel ][ Help

The values of the two analog amplifier blocks are enabled
for the S7 connection.

6.4 Loading the Project into the LOGO!

Table 6-4
Step Action Note
1. Use the button shown on the right to load the program into your a
LOGO! and follow the instructions displayed. ﬁ

7 Run the Project

Table 7-1
Step Action Note
1. Start your S7-300. For example, set the operating mode switch
on the CPU to "Run".
2. Start your LOGO!. :ﬁxample, using the marked button
= B 4

The project is now running.

You also have the option of monitoring the values running over the communication

connection.
Table 7-2
Step Action Note
1. Use the buttons shown on the i 22560 2500 ‘ |
right to go to the Online Test in | ' : n g = H
LOGO!Soft Comfort. AM1 - AMZ Tpy ‘
2. In STEP 7 use the button shown E
on the right to go into Monitor el
Mode.

PN-IE-Connection_ LOGO!_S7-300
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Now you can see how the variables are exchanged over the communication
connection and how the controllers process the values and react.

Figure 7-1: LOGO!Soft Online Test Figure 7-2: STEP 7: Monitor
E_w-_m Data foom LOGO!

ml
Inetanca

Haad Lat
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=ZET . NDE

| T
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=ZET . ERROR
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Block EOUT

»1DB- BTN
SFELE
Weoita Data te a
Ramota CET
o
e e — EN
=D X [=
Hand ¢
Haoaiwa
Fulaa by
Byat.
Conf.
"ayatam
Euloa® - 4 BED
P |
D=3 .I=X4.0
esnte=ol
pamz
“ooM DE
Loch! "
EUT_ADDE, IEX&. 0
T rans {nome 3 focsc
STRTUS"
e - e ROTE 2 DOKE | FUT . DOKE
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we- e ROTE 4 STATTI".
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. P {Tsaagos ="
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